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Euclid (ευκλειδης), Alexandria, Egypt (≈ 300 BC)

Division algorithm:

∀a,b ∈ Z,b > 0 ∃!q, r ∈ Z a = qb + r , 0 ≤ r < b.

Let r = min {a− kb ≥ 0: k ∈ Z}= a− qb.

a− (q + 1)b = a− qb − b = r − b ⇒ r < b.



Claude-Gaspard Bachet de Meźiriac, Savouè (1581–1638)

Étienne Bézout, France (1730–1783)

Bézout’s identity

∀a,b ∈ N ∃s, t ∈ Z gcd(a,b) = sa + tb.

Let d = min {sa + tb > 0: s, t ∈ Z}.
Any common divisor of a, b divides d .

Division algorithm⇒ d is a common divisor of a, b.
(if a = qd + r , r = a− q(sa + tb) = (1− qs)a− qtb. and since r < d , r = 0)



Euclid’s algorithm

gcd(35, 74) = 1

long-divide, replace with remainder and divide the other way until you get clean division

74 = 2 · 35 + 4
35 = 8 · 4 + 3
4 = 3 + 1

... extended

solve for remainders, substitute and collect terms

4 = 74− 2 · 35
3 = 35− 8 · 4
1 = 4−3 = 4− (35−8 ·4) = 9 ·4−35 = 9(74−2 ·35)−35 = 9 ·74−19 ·35



Carl Friedrich Gauss (Princeps Mathematicorum), Braunschweig (1777-1855)

Modular arithmetic

Pick m ∈ Z,m > 1 (modulus).

For i , j ∈ Z define congruence i ≡ j mod m ⇔ i − j ∈ mZ.

Congruence is an equivalence relation. Congruence classes (cosets of mZ)
partition Z and form the factor ring Zm = Z/mZ.



Example

Z3 = {[0]3, [1]3, [2]3}
[0]3 = 3Z = {...− 3, 0, 3, 6, 9...}
[1]3 = 1 + 3Z = {...− 2, 1, 4, 7, 10...}
[2]3 = 2 + 3Z = {...− 1, 2, 5, 8, 11...}

Units

By Bézout’s identity [k ]m ∈ Zm is a unit (has a multiplicative inverse)
⇔ gcd(k ,m) = 1⇔ Zm = 〈k〉.

The multiplicative group of all units in Zm is denoted U(m).

Modular power algorithm
expand the exponent in binary, split up the task, reduce mod m at each step

2511 = 251+2+8 = 25 · 252 · 253



Sun Tzu ( ), Zhou (544 BC – 496 BC)

If gcd(m,n) = 1, Zm × Zn ∼= Zmn.
(generalizes to finite products of ring with pairwise co-prime moduli)

Define additive homomorphism ψ : Zmn→Zm × Zn by ψ([k ]m,n) = ([k ]m, [k ]n).

If ψ([k ]mn) = 0, k is a common multiple of m and n, so lcm(m, n) divides k .

Recall gcd(m, n) · lcm(m, n) = mn. If gcd(m, n) = 1, lcm(m, n) = mn.

Thus k = [0]mn, so kerψ is trivial, so ψ is one-to-one.

Since the sizes of domain and target are both mn, ψ is also onto.



Explicit formula (compositional inverse of ψ)

Suppose x ≡ bi mod mi , where mi(1 ≤ i ≤ n) are pairwise co-prime moduli.

x =
n∑

i=1

Mi (M−1
i mod mi)bi mod m

where m =
n∏

i=1

mi and Mi =
m
mi

=
∏
j 6=i

mj (ψ(x) = [b1, ...bn])



Pierre de Fermat, Toulouse, France (1607–1665)

Leonhard Euler, Basel (1707–1783)

Joseph-Louis (Giuseppe-Luigi) Lagrange, Piemonte (1736–1813)

Euler’s totient ϕ(m) = |U(m)| = |{0 < k < m: gcd(k ,m) = 1}|

If p is prime, ϕ(pk ) = pk − pk−1. (Eliminate powers of pj for j < k )

If gcd(m,n) = 1, U(mn) = U(m)×U(n), so ϕ(mn) = ϕ(m)ϕ(n).

([k ]m, [k ]n) ∈ Zm × Zn is a unit⇔ both [k ]m and [k ]n are units.

If gcd(m, n) = 1, ψ is an isomorphism, so preserves units.

E.g. ϕ(12) = ϕ(4 · 3) = ϕ(4)ϕ(3) = (4− 2)(3− 1) = 4, U(12) = {1, 5, 7, 11}



Lagrange’s theorem

Given a finite group G and H < G, define an equivalence x ∼ y ⇔ xy−1 ∈ H.
Equivalence classes (cosets xH of H) partition G.
Since |xH| = |H|, |G| = |H| · [G : H], where [G : H] = #(cosets).

In particular, if x ∈ G, |x | = |〈x〉| divides |G|, so x |G| = eG.

Euler’s theorem: if k ∈ U(m), kϕ(m) ≡ 1 mod m.

Fermat’s little theorem: if k ∈ Zp, k 6= 0, kp−1 ≡ 1 mod m.
(so if k ∈ Zp , kp ≡ k mod m)



1973 Clifford Cocks

1977 RSA: Ronald Rivest, Adi Shamir, Leonard Adleman

Key pair generation
Pick two large primes p 6= q and let n = pq. Then ϕ(n) = (p − 1)(q − 1).
Pick e co-prime to ϕ(n) (so e is a unit).
Use extended Euclid’s algorithm to find its inverse d ∈ U(n).
Public key: [n, e] Secret Key: d

Encoding of message m: c ≡ me mod n

Decoding: m ≡ cd mod n
Euler’s theorem⇒ (me)d = med = m1+kϕ(n) = m · (mϕ)k = m (mod n)
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